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This product manual is designed to help network administrators design
and configure a wireless network using the Meraki Cloud Controller.
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The Meraki Cloud Controller (MCC) provides centralized management,
optimization, and monitoring of a Meraki wireless LAN deployment. The
MCC is not an appliance that an administrator must purchase and install
in a data center to manage wireless access points (APs). Rather, the
MCC is a cloud-based service that is constantly monitoring, optimizing,
and reporting on the behavior of the network.

An administrator uses the MCC to configure and monitor Meraki wireless
networks. The MCC provides the following primary functions:

Centralized configuration:

o Configuration of multiple geographically distributed networks.
0 Secure access to configuration settings via a web browser.
Network optimization:

o Performance optimization through channel management.

o Diagnostic tools to enable proper AP placement.

Centralized monitoring:

0 Usage statistics, login history, and alerts.

o0 Remote troubleshooting and issue diagnosis.

# 1
There are two MCC types:

Meraki Enterprise Cloud Controller: The Meraki Enterprise
Cloud Controller enables companies and organizations to setup
secure wireless LANs. Examples include offices, warehouses,
retail stores, educational campuses, and healthcare institutions.

Meraki Pro Cloud Controller: The Meraki Pro Cloud Controller
is for basic wireless deployments that require Internet-only
access. Examples include fee-based wireless hotspots, coffee
shops, and other amenity networks.

This manual addresses all features supported by the Meraki Enterprise
Cloud Controller and the Meraki Pro Cloud Controller. Some features in
the Meraki Enterprise Cloud Controller are not available in the Meraki
Pro Cloud Controller.
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Figure 1 is a screenshot of the main page of the Meraki Enterprise Cloud
Controller's administrator interface.
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The 3 tabs in the left navigation panel are as follows:

Monitor: View information about APs, client devices, and users.

Configure: Configure the various features of the MCC, such as
SSIDs, authentication, and branding.

Help: Get access to technical support and the Meraki knowledge
base.
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This chapter explains how the MCC fits into the overall Meraki system
and how the general system operates.

In the Meraki architecture, there is only one type of hardware: access
points (APs). There is no need for specialized hardware controllers or
management appliances. Meraki APs tunnel back to the MCC via a
secure Internet connection. All control, configuration, optimization, and
mobility control functions are centralized in Meraki’s network operations
centers (NOCs), which are distributed geographically around the world.
These NOCs provide physical security to the MCC, as well as high
availability through power backups and redundant servers in hot standby
mode. The geographical distribution of the NOCs also improves the
performance of Meraki wireless networks by minimizing the distance that
networks need to travel to contact the MCC.

An administrator can use the MCC to make configuration changes and
obtain reporting information on his networks. For example, the
administrator may wish to change the bandwidth available to guests
accessing the network. Once that change is made through the MCC, all
APs automatically receive the new configuration.

Figure 2 depicts the primary components of a Meraki wireless system.
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The MCC is “out of band,” which means that client traffic never flows
through the MCC. This architecture is important both for performance as
well as security reasons. It is not possible for an unauthorized person
having access to the MCC to see user data, and the MCC is not a
bottleneck for data traffic flows. Thus, the system operates securely and
efficiently.
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All Meraki APs support mesh networking. A Meraki AP automatically
configures as either a mesh gateway or a mesh repeater. A mesh
gateway is an AP that connects directly to a wired network, such as an
enterprise LAN or T1 modem. A mesh repeater does not require a wired
connection. Instead, it identifies the nearest mesh gateway in its network
and spreads wireless connectivity from that mesh gateway over a wider
coverage area. A collection of mesh repeaters and mesh gateways form
a wireless mesh network. The data flowing from a client may go through
several mesh repeaters before reaching a mesh gateway, at which point
the data enters the wired network.

)

The Meraki system incorporates control traffic flows between the APs
and the MCC via a persistent secure tunnel. All sensitive data, such as
configuration details, user names, and passwords, are encrypted. In
addition, traffic between APs in a Meraki network is encrypted using a
per-network Advanced Encryption Standard (AES) key. The MCC
distributes the secret network key over SSL when each AP downloads its
configuration. The in-network encryption is performed with the assistance
of hardware accelerators, and does not cause performance degradation
or increased latency on a per-hop basis.

+

MCC management and monitoring activities are performed remotely
through the Meraki Dashboard, the web-based interface to the MCC.
Dashboard can be accessed using any JavaScript-capable Internet web
browser, including Firefox and Internet Explorer. Unlike other solutions,
there is no need to install and maintain separate management servers or
appliances. The administrator can troubleshoot multiple wireless
networks remotely from a single interface. Through the Meraki
Dashboard, administrators have access to standard troubleshooting
tools, such as ping and throughput tests. In addition, administrators can
monitor bandwidth and usage data, either through the Meraki Dashboard
or with existing monitoring infrastructure using Meraki's secure, XML-
based API. An administrator can build custom monitoring and reporting
applications based on historical statistics without installing additional
software or hardware on site.
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The MCC provides round-the-clock optimization of the Meraki wireless
network. Meraki's dynamic RF optimization capability monitors channel
utilization and interference, ensuring the network is operating at peak
performance. The MCC can minimize channel utilization in any given
part of the network by assigning channels to the individual radios. Mesh
routes are also constantly updated to ensure maximum client throughput.
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Multiple geographically distributed Meraki data centers are used to
ensure that networks continue to function even in the event of a
catastrophic failure. In case the MCC is ever unreachable (e.g., because
the Internet route to the MCC has gone down temporarily), Meraki
networks that do not use the MCC for authentication or splash page
hosting continue to operate, providing wireless connectivity to users
using the last configuration it obtained from the MCC. Configuration
changes and firmware upgrades resume when the MCC is reachable
again.

-£11 2 !

New features require no client- or server-side upgrades, but instead are
added to the MCC several times per year with minimal downtime. Meraki
also manages firmware upgrades centrally, freeing the administrator
from having to worry about keeping the APs up-to-date. Firmware
upgrades take place over the air in a secure, fault-tolerant fashion.




This chapter describes how to configure a Meraki wireless network for
the first time.

There are 3 simple steps to creating and configuring a Meraki wireless
network:

Step 1: Create an account.

To manage Meraki wireless networks through the MCC, an administrator
needs to create an account at meraki.com. The administrator's email
address will be used as the login ID.

Step 2: Run the Quick Start application.

After logging into an account, the administrator can use the Quick Start
application to create the first wireless network. The steps include naming
the network, adding APs, and configuring the APs with access policies.

Note: An administrator can create a “simulated network” at this step,
which provides a fully configurable wireless network without any physical
APs. With a simulated network, an administrator can manage a network
consisting of virtual APs and usage data to experience the MCC with
minimal investment.

Step 3: Test the network.

The administrator can now test the basic settings in the wireless network.
The administrator can then iteratively test and configure additional
wireless settings.
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An SSID is a logical wireless network, sometimes referred to as a virtual
access point (VAP). In practice, the SSID is the name of a wireless
network that a client “discovers” when it probes for wireless connectivity.

Multiple SSIDs allow an administrator to use a single physical Meraki
network to support multiple applications with different configuration
requirements. For example, one SSID can allow visitor access to only
the Internet without any encryption, and another SSID can require
employees to utilize encryption for access to company servers.

The MCC supports multiple SSIDs. The Enterprise Cloud Controller
supports up to 16 SSIDs in networks that contain all 802.11n APs, and
up to 4 SSIDs in networks that contain 802.11b/g APs. The Pro Cloud
Controller supports up to 2 SSIDs. Each SSID is configurable with its
own settings for authentication, encryption, bandwidth limits, etc.

SSID settings are located under the Configure tab in the MCC. Figure 3
is a screenshot of the SSID Overview page:
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The following elements can be configured on a per-SSID basis and are
described in subsequent chapters:

Client IP configuration (see the chapter “Assigning IP Addresses
to Wireless Clients”)

LAN configuration (e.g., SSID-to-VLAN mapping, see the chapter
“Configuring the LAN")

Wireless security (see the chapter “Wireless Encryption and
Authentication”)

Splash page customization (see the chapters “Wireless
Encryption and Authentication” and “Branding”)




This chapter explains how IP addresses are assigned to wireless clients
and what implications these addressing methods have on the LAN.

The administrator can assign IP addresses to wireless clients via one of
the following two addressing modes. The addressing mode is configured
on a per-SSID basis under the Configure tab on the Access Control

page.
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In NAT mode, the Meraki APs run as DHCP servers to assign IP
addresses to wireless clients out of a private 10.x.x.x IP address pool
behind a NAT.

NAT mode should be enabled when any of the following is true:

Wireless clients associated to the SSID require Internet-only
access.

There is no DHCP server on the LAN that can assign IP
addresses to the wireless clients.

There is a DHCP server on the LAN, but it does not have enough
IP addresses to assign to wireless clients.

There are multiple DHCP servers in the network assigning IP
addresses from different subnets. This is common when there
are heterogeneous backhaul connections (e.g., some APs in the
network obtain Internet connectivity from a T1, while other APs in
the same network obtain Internet connectivity from a business-
class DSL).

The implications of enabling NAT mode are as follows:

Devices outside of the wireless network cannot initiate a
connection to a wireless client.

Wireless clients cannot use Layer 2 discovery protocols to find
other devices on either the wired or wireless network.

Legacy VPN clients (i.e.,, those that do not support NAT
Traversal) may not be able to establish IPSec tunnels over the
wireless network. (The workaround is to upgrade the VPN client
or configure the VPN client to establish an IPSec tunnel over
TCP, e.g. SSL.)




3 45 -6
In bridge mode, the Meraki APs act as bridges, allowing wireless clients
to obtain their IP addresses from an upstream DHCP server.

Bridge mode should be enabled when any of the following is true:

Wired and wireless clients in the network need to reach each
other (e.g., a wireless laptop needs to discover the IP address of
a network printer, or wired desktop needs to connect to a
wireless surveillance camera).

Layer 2 multicast and broadcast packets (e.g., ARP, Bonjour)
need to propagate in a limited manner to both wired and wireless
clients for device discovery, networking, etc.

The wireless network needs to support legacy VPN clients (i.e.,
those that do not support NAT Traversal).

Wired and wireless clients need to have IP addresses in the
same subnet for monitoring and/or access control reasons (e.g.,
a web gateway in the network allows/denies Internet access
based on the client’s IP address).

The implications of enabling bridge mode are as follows:

An administrator cannot prevent wireless clients associated to
the SSID from connecting to devices on the LAN. (In contrast,
LAN mode enables an administrator to enable “LAN isolation”,
which blocks wireless clients from connecting to the LAN based
on IP addressing.)

An administrator cannot enable adult content filtering on the
SSID. Because the adult content filtering feature is DNS-based,
bridge mode disables adult content filtering by using the DNS
server(s) advertised by the network’s DHCP server.

Multiple DHCP servers are allowed, but they must assign IP
addresses to wireless clients from the same subnet. This
enables these IP addresses to be routed by the LAN to which the
Meraki APs are connected.
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A Meraki wireless network imposes minimal requirements on the wired
LAN infrastructure.

Sy

If a firewall is in place, it must allow outgoing connections on the
following ports, to the following IP addresses:

Ports IP Addresses
UDP 7351 64.156.192.1/24
TCP 80 64.62.142.1/24
TCP 443 74.50.51.15, 74.50.51.16
TCP 7734 74.50.52.136, 74.50.52.141
TCP 7752 74.50.53.101
74.50.56.121
74.50.58.2

NOTE: Meraki reserves the right to change these ports and IP addresses
at any time without notice.

All Meraki mesh gateway APs (APs with Ethernet connections to the
LAN) must be assigned routable IP addresses. These IP addresses can
be configured directly on each AP (see instructions below), or assigned
to the APs via an upstream DHCP server.

In general, static IP address assignment is recommended for Meraki
APs, even when the APs obtain their IP addresses via DHCP. (The
DHCP server should be configured to assign a static IP address for each
MAC address belonging to a Meraki AP.) Other features of the wireless
network, such as 802.1x authentication, may rely on the property that the
APs have static IP addresses.

) . N& i
A static IP address can be configured directly on a given AP through the
following steps:

1. Using a client machine (e.g., a laptop), connect to the AP either
wirelessly (by associating to any SSID broadcasted by the AP) or
over a wired connection (by plugging one end of an Ethernet
cable into the client machine, and the other end of the Ethernet
cable into the AP’s Ethernet jack; it may be necessary to unplug
the AP from its existing Ethernet connection in order to connect
the client machine).




2. Using a web browser on the client machine, access the AP’s
built-in web server by browsing to http://my.meraki.com.
(Alternatively, browse to http://10.128.128.126.)

3. Click on the “Static IP Configuration” tab. Log in; the default
username is “admin” and the default password is the AP’s serial
number, with hyphens included.

4. Configure the static IP address, net mask, gateway IP address,
and DNS servers that this AP will use on its wired connection to
the Internet.

5. If necessary, reconnect the AP to its Ethernet connection to the
LAN.
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VLAN tagging (802.1q) allows an upstream router/switch to identify
wireless traffic (distinguished by SSIDs) as it traverses the wired network
(distinguished by VLAN tags). As wireless traffic traverses the wired
network, an upstream router can identify the wireless traffic by its VLAN
tag and handle it appropriately. For instance, the router could apply
access control (e.g., send traffic straight to the firewall for Internet-only
access) or QoS policies (e.qg., prioritize traffic on the VOIP SSID). VLAN
tagging can be used to keep wireless traffic separate from wired traffic,
even though both types of traffic use the same network infrastructure.

Each SSID can be configured with its own VLAN tag. For instance, the
SSID for wireless VOIP devices could have its own VLAN tag, so that the
upstream router can prioritize its traffic. Alternatively, multiple SSIDs can
be configured to use the same VLAN tag. For instance, a single VLAN
tag could be used to identify all wireless traffic traversing the network,
regardless of the SSID.

Meraki management traffic is untagged. (VLAN tagging applies only to
traffic to/from wireless clients.) The wired network must be configured to
allow untagged traffic from the APs to the Internet (so that the APs can
communicate with the MCC) and to other network appliances that the
APs would contact for user or network management (e.g., Active
Directory or RADIUS servers for user authentication).

Because a Meraki AP can be sending/receiving tagged data traffic as
well as untagged management traffic, it must be connected to a trunk
port on the upstream switch.

To configure VLAN tagging, go to the Access Control page under the
Configure tab in the MCC. Each VLAN must be configured with a VLAN
ID (which identifies the VLAN tag) and a gateway IP/mask (to which
traffic is routed on that particular VLAN).




For more information about VLANS, see the Meraki tech note Wireless
User Authentication White Paper.

%
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The MCC supports a wide variety of encryption and authentication
methods—from simple, open access to WPA2-Enterprise with 802.1x
authentication. This chapter explains the different encryption and
authentication modes available in the MCC, along with their
configuration.

Encryption and authentication are configured in the MCC under the
Configure tab on the Access Control page. Generally speaking, the
encryption method is configured under “Link encryption”, while the
authentication method is configured under “Network sign-on method”. To
associate to a wireless network, a client must have the correct encryption
keys (link encryption). Once associated the wireless client may need to
enter information (network sign-on method) before accessing resources
on the wireless network.

The combinations of encryption and authentication methods that are
supported are as follows:

No encryption

Pre-Shared
Keys (WEP,
WPA2-
Personal)

WPA2-
Enterprise with
802.1x
authentication

$ 5 !

The link encryption method is the wireless encryption method that an
SSID uses. A wireless client must have the correct encryption keys
before it can associate to the SSID.

Open mode allows any device to connect to the wireless network. The
major advantage of open mode is its simplicity: Any client can connect
easily and without complex configuration. Open mode is recommended

8



when there are guests who need to get onto the network, or more
generally, when ease of connectivity is paramount and access control is
not required.

In most environments, the administrator should ensure that wireless
clients associated on an open network cannot access LAN resources,
such as file shares. Administrators can control access using VLAN
tagging (in bridge mode) or LAN isolation (in NAT mode).
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A pre-shared key (PSK) allows anyone who has the key to use the
wireless network.

Wired Equivalent Privacy (WEP) is the original 802.11 pre-shared key
mechanism, utilizing RC4 encryption. WEP is vulnerable to being
hacked; the encryption key can be derived by an eavesdropper who sees
enough traffic. Only use WEP if it is not possible to utilize more
advanced security—for instance, when there are legacy client devices in
the network that do not support WPA/WPAZ2.

WPA- and WPA2-Personal (Wi-Fi Protected Access) use stronger
encryption than WEP. (WPA-Personal uses TKIP with RC4 encryption,
while WPA2-Personal uses AES encryption.) WPA2-Personal is
preferred.

Though it requires some client-side configuration, a PSK is relatively
easy to configure. It can be a good choice when there is a small number
of users or when clients do not support more sophisticated authentication
mechanisms, such as WPA2-Enterprise. A deployment based on a PSK
does not scale well, however. With a large number of users, it becomes
more difficult to change the PSK, an operation that should be performed
periodically to ensure that the PSK has not been shared with unwanted
users.
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802.1x is a security protocol that negotiates both encryption and
authentication parameters for the wireless user. (For further details, see
the section below on 802.1x.)
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The network sign-on method is the mechanism by which a wireless client
gains access to network resources. It occurs after a wireless client has
associated to an SSID.

& .1

With direct access, a wireless client is granted network access as soon
as he associates to the SSID. No splash page is presented to the
wireless client.
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When configured, a click-through splash page displays a fully
customizable HTML page to the wireless client the first time the client
makes an HTTP request. An administrator may use this splash page to
display an acceptable use policy or network announcements. The client
is only granted network access after clicking the “Continue” button on the
splash page.

The click-through splash page is hosted by the MCC and requires no
client-side configuration. It should only be enabled on an SSID whose
clients are all capable of displaying the splash page. When there are
clients that are not browser-capable (e.g., wireless barcode scanners),
the splash page should be disabled on the SSID. An administrator can
configure whether new wireless clients are able to obtain network access
when the click-through splash page cannot be displayed (i.e., when the
MCC becomes temporarily unavailable).

(See the chapter “Branding” for additional information on customizing the
click-through splash page, including the ability to configure the splash
page interval. See the chapter “Additional Access Control Options” for
information on configuring a customer-hosted splash page to which
wireless clients are redirected when they first associate to the wireless
network.)
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A splash page with username/password login provides the functionality
of the click-through splash page, but adds the ability to prompt the
wireless client for a username and password. The client is only granted
network access after he enters a username and password that are
validated against a backend authentication server (either a Meraki-
hosted authentication server or a customer-hosted authentication
server). (See the section below on configuring an authentication server.)

The splash page with username/password login is an authentication
option that requires no client-side configuration and is compatible with all
clients that have a web browser. In addition, it is secured by SSL
(HTTPS), so that usernames and passwords are sent to the MCC
confidentially. However, when enabled, it requires clients to remember
usernames and passwords, which they will need to enter periodically. As
with the click-through splash page, clients that are incapable of
displaying the splash page need to be accounted for. An administrator
can configure whether new wireless clients are able to obtain network
access when the splash page with username/password login cannot be
displayed or when the username/password credentials cannot be
validated (i.e., the authentication server is unreachable).

(See the chapter “Branding” for additional information on customizing the
splash page with username/password login, including the ability to
configure the splash page interval. See the chapter “Additional Access
Control Options” for information on configuring a customer-hosted splash




page to which wireless clients are redirected when they first associate to
the wireless network.)

3
When configuring an SSID as a wireless hotspot, an administrator can
utilize Meraki's built-in billing features to grant network access only to
paying users. (For additional information on integrated billing, see the
chapter “Billing”.)
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802.1x is an IEEE standard framework for encrypting and authenticating
a user who is trying to associate to a wired or wireless network. As such,
it encompasses both the “link encryption method” and the “network sign-
on method” described above. WPA-Enterprise uses TKIP with RC4
encryption, while WPA2-Enterprise adds AES encryption.

Unlike a splash page login, 802.1x authentication can be transparent to
wireless users. For example, Windows machines can be configured for
single sign-on, such that the same credentials that a user enters to log
into his machine are passed automatically to the authentication server for
wireless authentication. The user is never prompted to re-enter his
credentials.

802.1x utilizes the Extensible Authentication Protocol (EAP) to establish
a secure tunnel between participants involved in an authentication
exchange. The MCC supports multiple EAP types, depending on
whether the network is using a Meraki-hosted authentication server or a
customer-hosted authentication server. (See the section below on
configuring an authentication server.) The following table shows the EAP
types supported by the MCC:

PEAPVO/EAP-MSCHAPV2

EAP-TTLS/MSCHAPV2

EAP-TLS

PEAPV1/EAP-GTC

In addition, when a customer-hosted RADIUS server is used as the
authentication server, the RADIUS server must be configured with the IP
addresses of the Meraki APs. This configuration is necessary to
successfully complete the EAP exchange and is one more reason to
configure static IP addresses on the Meraki APs.
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The MCC supports two types of authentication servers (user databases):

1. A Meraki-hosted authentication server

2. A customer-hosted authentication server that supports the
RADIUS protocol

Either type of authentication server can be used to validate the
username and password entered by a wireless client (either through a
splash page login or 802.1x). The authentication server type is
configured on a per-SSID basis. In this way, an administrator could use
the Meraki-hosted authentication server to manage guest user accounts
for the guest SSID, while using the on-premise RADIUS server to
authenticate employees for the employee SSID.

The authentication server type is configured under the Configure tab on
the Access Control page for a given SSID.
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A Meraki-hosted authentication server is configured per SSID, which
enables administrators to keep user accounts on different SSIDs
separate from each other. For instance, user accounts for guests would
not be able to access the same wireless networks as the user accounts
for employees.

If the MCC becomes temporarily unavailable, existing wireless clients
(already authenticated) remain connected, but new wireless clients are
unable to authenticate to access the wireless network. Also, user
accounts created in the Meraki-hosted authentication server are global to
the networks in the organization. So, a password change to a user
account in one network applies to other networks in which the user
account may be used. For more information, see the “Organizations and
Administrative Accounts” chapter.
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Many organizations have an existing user authentication or directory
server that they would like to use to control access to the wireless LAN.
Common server types include LDAP and Active Directory. Any type of
authentication server will work so long as it has a RADIUS interface. The
MCC also allows an administrator to configure multiple RADIUS servers
for failover.

When a customer-hosted RADIUS server is used with splash page login,
the MCC must be able to reach the RADIUS server. When a customer-
hosted RADIUS server is used with 802.1x, the Meraki APs must be able
to reach the RADIUS server. In either of these cases, the RADIUS
server must allow incoming UDP connections on the RADIUS port
configured in the MCC.




For 802.1x, an 802.1x test tool appears on the Access Control page
under the Configure tab. The administrator can use this test tool to verify
connectivity of all of the Meraki APs to the RADIUS server, and to check
a particular set of user credentials against the RADIUS server.

If the RADIUS server becomes temporarily unavailable, existing wireless
clients (already authenticated) remain connected, but new wireless
clients are unable to authenticate to access the network.
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When a customer-hosted RADIUS server is used with splash page login,
the following RADIUS attributes are supported. (When a customer-
hosted RADIUS server is used with 802.1x, no RADIUS attributes are
supported currently.)

Session-Timeout:  Session-Timeout is the maximum time in
seconds that the given user's session will last; after that time, the
user will be prompted to re-authenticate.

Maximum-Data-Rate-Upstream and Maximum-Data-Rate-
Downstream: These parameters are used to impose bandwidth
limits on a per-user basis, overriding the settings configured in
the MCC. The values are the maximum rate in bits/second. If the
values are not present, the bandwidth limits configured in the
MCC are used. (See the chapter “Additional Access Control
Options” for more information on this setting.)

Reply-Message: The Reply-Message can be used to send an
informational text message to the user. It is allowed in Access-
Accept and Access-Reject messages, but will only be shown to
the user in the case of Access-Reject messages. (The message
is displayed in the block page that the user receives upon failing
authentication.)
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This chapter describes the additional access control options available in
the MCC. Most of these options appear under the Configure tab on the
Access Control page.
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If a splash page is enabled on an SSID, the administrator can identify
devices by MAC address that will bypass the splash page (including
login and billing) and immediately gain network access. This is useful to
enable devices that cannot display a splash page to still be able to
associate to an SSID that has a splash page enabled.

Devices on the bypass list will:

Never be shown a splash page.

Be able to access the network without logging in (if splash page
login is configured) or paying (if billing is configured).

Not be subject to the bandwidth limits set on the network.

This bypass list is configured on a per-SSID basis under the Configure
tab on the Access Control page. Alternatively, an administrator can
dynamically add wireless clients to the bypass list from the Monitor tab
on the Clients page. An administrator can select a client device and
change the Access Status from “normal” to “whitelisted.”

Using this bypass list is not recommended for access control, but rather,
as a temporary workaround. Managing a list of MAC addresses does not
scale well from a management perspective. Moreover, MAC addresses
can be spoofed, which may enable unwanted users from accessing the
wireless network. The recommended approach is to migrate client
devices that are unable to display splash pages to a separate SSID that
does not have the splash page enabled.

.3

An administrator can block specific wireless devices from network
access by MAC address. A device is added to the blacklist from the
Monitor tab on the Clients page, by changing the Access Status from
“normal” to “blocked.” An administrator can optionally enter a message,
which is displayed to the wireless client on the block page that he
receives when he tries to access the network. This message could be
used to communicate remediation steps to the blocked client.

As with the splash page bypass list, the MAC blacklist is not
recommended for access control. A list of MAC addresses quickly
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becomes unmanageable with a large number of client devices.
Moreover, MAC addresses can be spoofed to circumvent this blacklist.
Blocking users and devices should occur by employing a combination of
wireless encryption and authentication methods. (See the chapter
“Wireless Encryption and Authentication”.)

3 )
Bandwidth shaping ensures that users do not consume more bandwidth
than they should. The MCC includes an integrated bandwidth shaping
module that enforces upload and download limits for a given SSID. This
setting could be used, for instance, to assign more bandwidth for VOIP
handsets on one SSID and less bandwidth for data-only users on
another SSID. The bandwidth limits are enforced by the Meraki APs so
that they are applied consistently to a wireless client, even if that client
roams from one AP to another.

The MCC supports separate upload and download limits. Asymmetric
upload and download limits are useful, for example, when a user only
needs to periodically download large images (e.g., CAD drawings) but
not upload them. Specific application requirements and available
bandwidth should be considered to determine the optimum bandwidth
settings.

Bandwidth limits for a particular SSID is configured under the Configure
tab on the Access Control page.

Besides enforcing bandwidth limits on a per-SSID basis, there are other
ways to apply bandwidth limits, which are described elsewhere in this
manual. If billing is enabled, it is possible to configure bandwidth limits
that apply to each billing tier. (For more information on bandwidth limits
for billing tiers, see the chapter “Billing”.) And, if a customer-hosted
RADIUS server is used with a splash page login, then bandwidth limits
can be set per user, based on the RADIUS attributes that the RADIUS
server returns to the MCC. (For more information, see the chapter
“Wireless Encryption and Authentication”.)

Adult content filtering prevents a wireless client from accessing sites that
contain pornographic, sexual, or otherwise adult material. The filtering is
performed at the DNS level via OpenDNS. Users may be redirected to a
safe OpenDNS landing page.

This feature provides basic adult content filtering, for applications in
which advanced filtering techniques are not required (e.g., filtering for
guests in the office lobby). If more advanced filtering is required, a
separate content filtering solution is recommended.
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This feature is configured on a per-SSID basis under the Configure tab
on the Access Control page. It is only available when NAT mode is
selected for client IP addressing.
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The administrator can enable LAN isolation to prevent wireless clients
from accessing the LAN. This feature can be useful for administrators
who need to create a guest access network, but do not have VLAN
tagging enabled on the wired LAN. This feature ensures that clients
receive Internet-only access.

LAN isolation operates by treating the following IP address ranges as
part of the LAN:

10/8
172.16/12
192.168/16

LAN isolation is configured on a per-SSID basis under the Configure tab
on the Access Control page. It is only available when NAT mode is
selected for client IP addressing.
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The administrator can configure this feature to block all traffic (including
non-web traffic) from wireless users until they have clicked through the
splash page. The administrator can configure this setting for each SSID.

This feature is configured under the Configure tab on the Access Control
page when either the click-through splash page or the splash page with
username/password login is configured.
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This feature prevents wireless users from using the same splash page
login credentials on multiple computers simultaneously. This setting only
applies to splash page login with either the Meraki-hosted authentication
server or customer-hosted authentication server. (This setting does not
have any effect on 802.1x users, who are not prevented from logging in
simultaneously from multiple computers.)

This feature is configured under the Configure tab on the Access Control

page when the splash page with username/password login is configured.
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A walled garden defines a set of IP addresses that a wireless user can
access before he has authenticated. For instance, the walled garden
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might include the “company info” pages from a company’s website. In
designing these companion web pages, ensure that users can easily get
back to the login page.

A walled garden is configured under the Configure tab on the Access
Control page when either the click-through splash page or the splash
page with username/password login is configured.
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Band selection enables an administrator to configure an SSID to
broadcast on both 2.4 and 5 GHz bands, on both bands with band
steering enabled, or on the 5 GHz band only.

Band steering steers 5 GHz-capable clients from the 2.4 GHz band,
which is typically heavily utilized by wireless devices, to the 5 GHz band,
which is much less utilized. Band steering increases the total bandwidth
and capacity available to clients, while improving client performance at 5
GHz.

Band selection is configured under the Configure tab on the Access
Control page.
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An administrator can improve the performance of clients on the 2.4 GHz
band by disabling legacy 802.11b bitrates (1, 2, and 5.5 Mbps). If these
legacy bitrates are disabled, 802.11b clients will be unable to associate
to the SSID at those bitrates.

This feature is configured under the Configure tab on the Access Control
page.

%



The administrator has access to extensive monitoring information under
the Monitor tab in the MCC. This chapter describes the monitoring
features. A number of the monitoring features support the following
capabilities:

Search tool to filter or find APs in a large-scale deployment (e.g.,
hundreds of APs in the network).

Live updates to obtain real-time information

-]

The Overview page shows a summary of network usage and network
status. An administrator can see how many users have associated to the
network in the last day/week, how much data those users transferred in
that timeframe, and how bandwidth usage has fluctuated over the last
week (a network usage graph).

The aerial map shows the latest information about the APs in the
network. The options in the upper-right corner enable an administrator to
view the APs on top of a graphical map, a satellite image, or a hybrid
view. In the upper-left corner, the arrow controls enable the administrator
to pan. (Panning can also be achieved by clicking-and-dragging the
map.) Below the arrow controls, a scale control enables the administrator
to adjust the zoom level. (The zoom level can also be controlled with the
magnifying glass next to the arrow controls, or by double-clicking on a
particular region to zoom into.)

On the map, the colored dots represent APs:

Green: The AP is not reporting any problems.

Yellow: The AP experienced a problem recently, and is currently
up. In some cases, the administrator may be able to clear this
alert on the Access Points page.

Red: The AP experienced a problem recently, and is currently
down.

Gray: The AP has been down for more than 7 days.

An administrator can click on an AP to get its name, its mode of
operation (mesh gateway or mesh repeater), the number of users that
have associated to it in the last 24 hours (also indicated by the number
inside the AP), and the amount of data that it has transferred in the last
24 hours. Gray lines between APs represent mesh links. Mousing over a
mesh repeater highlights a line that shows the path that the AP is taking
through the mesh network to reach a mesh gateway (and the LAN).
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The Maps page enables an administrator to upload custom maps and
floorplans for better network visualization. For instance, an administrator
could upload multiple images to visualize AP placement on multiple
floors of an office building, or different branch offices in the organization.
Figure 4 is an example of an AP placement on a floorplan.
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An administrator can add a map or floorplan image (GIF, PNG, JPG, or
PDF format up to 10 MB per image) under the Configure tab on the
Maps & Floorplans page. (This is also where an administrator would
modify or delete an existing image.) After uploading the image, the
administrator can return to the Monitor tab, Maps page to place APs on
the image. The “Place APs” button in the upper-right corner produces a
checklist of APs that the administrator can add to the image. The
administrator then places the APs by dragging-and-dropping the AP
icons onto the image.

The Maps page supports live updates (Enterprise only) and the search
tool. See the sections below for more information on these features.

The Access Points page identifies the APs on the network and shows
their status, activity, usage, etc. The top-level page provides a list of APs
in the network. This list can be sorted by clicking on a column header.
Columns can be added, removed, or reordered in the list by clicking on
“Display Options”. The top-level page shows how many APs have
alerted. Alerts can be cleared from this page, or the alerts can be cleared
on each individual AP.

Figure 5 is a screenshot that shows a top-level Access Points page.




The Access Points page supports live updates (Enterprise only), the
search tool, and the ability to export data. See the sections below for
more information on these features.

To get additional information about an individual AP, an administrator
can click on the AP in the list to bring up a page that contains the
following:

Identifying information (e.g., MAC address, serial number,
status)

Performance data (e.g., connectivity, throughput, latency, mesh
neighbors), with zoom and pan features across various time
ranges

Remote troubleshooting tools (e.g., throughput test, ping test)

Link to the event log for this specific AP (see the section “Event
Log Page” below)

Figure 6 shows a screenshot with information about a specific AP.
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Throughput statistics for mesh gateways are throughput numbers to
meraki.com. Gateway speeds are often limited by the Internet uplink
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speed. Administrators should use these statistics to troubleshoot
problems either within the LAN or with the Internet service provider.

Throughput statistics for mesh repeaters are throughput numbers within
the mesh network, not through the Internet uplink. As such, it is possible
to see 6 Mbps throughput within the mesh network, but 1.5 Mbps
throughput through the DSL uplink. Administrators should use these
statistics to troubleshoot problems within the wireless network, such as
poor mesh connections or channel interference.

The Clients page shows how much the network is being used and which
client devices have been using it. The following is a screenshot of the
Clients page:

The Clients page has the following features:

It can display clients that have associated on any SSID
advertised by the wireless network, or only those clients that
have associated on a given SSID.

The page has zoom control, which enables the administrator to
see only those clients that have associated within the specified
time span. The administrator can also click on the “blocked list”
to view only those clients that are on the MAC blacklist. (See the
“MAC Blacklist” section in the “Additional Access Control
Options” chapter.)

Like the Access Points page, the Clients page has a list that can
be customized (adding, removing, and reordering columns) and
resorted (by clicking on a column header). The “Description”
column shows the device name, if can be determined (i.e.,
through NetBIOS); otherwise, it simply displays the device’s




MAC address. The “Operating system” column shows the
operating system of the device, which is determined through OS
fingerprinting (the unique pattern by which a particular operating
system requests an IP address via DHCP).

An administrator can mouse over a row in the device list to see a
new line appear in the usage graph, which depicts the fraction of
total bandwidth that the highlighted device used.

The Clients page supports live updates (Enterprise only), the search tool,
and the ability to export data. See the sections below for more
information on these features.

An administrator can click on a particular device in the device list to
obtain additional information about the wireless client. Figure 8 is a
screenshot of the Clients page for a specific device:
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On this page, an administrator can create a dynamic access control
policy to either block a wireless device or bypass the wireless device
from seeing a splash page. (To configure these settings, an
administrator clicks the “Edit” button to change the “Network access” field
to either “normal’, “blocked”, or “whitelisted”.) Optionally, the
administrator can configure a message that appears on the block page
for a blacklisted user.

This page also provides a link to the event log for this specific client (see
the section “Event Log Page” below).

5 $ 45 - 6

The Event Log page provides detailed logging about various client
activities, including the following:

Associations/disassociations
Authentication attempts and outcomes
DHCP activity

Initial traffic




An administrator can use these logs to troubleshoot a client that may be
experiencing issues on the wireless network. Figure 9 is a screenshot of
an Event Log page.
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The Event Log page allows an administrator to adjust the time interval
over which the event log reports. In addition, the Event Log page
supports the search tool. (See the section below for more information on
this feature.) The administrator can view the event log for a given AP or
a given client. Both filters can be applied through the search tool, or by
accessing the event log links through the Access Points page and
Clients page, respectively.

> I 45 -6

The Rogue APs page lists nearby APs that are detected by the Meraki
APs during periodic scans. From a security perspective, 2 types of
“rogue APs” can be identified by Meraki's rogue AP detection feature:

1. Nearby APs that are broadcasting the same SSID as the
administrator’s configured SSID can trick clients into connecting
to the wrong AP. These clients could then potentially divulge
personal or confidential information to the wrong host.

2. Nearby APs could be connected to the organization's wired
network without any of the necessary encryption or
authentication settings, thereby opening a security hole into the
organization’s wired network. (These APs may not necessarily
be introduced into the network maliciously. For instance, an
employee might bring a consumer-grade AP into work for his
own convenience. He plugs the AP into the LAN near his desk
and intentionally does not configure any encryption or
authentication settings so that he can connect to his AP without
having to log in.)

Figure 10 is a screenshot of a Rogue APs page.




Like the Access Points and Clients pages, the Rogue APs page has a list
that can be customized (adding, removing, and reordering columns) and
resorted (by clicking on a column header). A few other notes:

Rogue APs that are spoofing an SSID (the first type of rogue
APs described above) can be found by sorting on the “SSID”
column.

Rogue APs that are connected to the wired network (the second
type of rogue APs described above) can be found by sorting on
the “Wired MAC” column.

The location of a rogue AP can be triangulated with the
information in the “Seen by” column, which lists the Meraki APs
that are detecting a given rogue AP and the signal strength
between a Meraki AP and the rogue AP.

A nearby AP that does not pose a security threat (e.g., an AP
deployed in a neighboring office) can be marked as “known” by
selecting the AP, then selecting the action (from the “Actions”
drop-down menu) “Mark as known”. Known APs are colored
green in the “Status” column; unknown APs are colored red.

Scans for rogue APs occur periodically according to the “Network Scans”
configuration on the Network-Wide Settings page under the Configure
tab. (For more information on network scans, see the “Network Scans”
section in the chapter “Additional Topics”.) An administrator can force an
immediate scan by clicking the “Scan now” button at the top of the
Rogue APs page. Note that a forced scan disassociates all clients that
may be connected to Meraki APs at the time the scan is initiated.

The Rogue APs page supports the search tool. See the section below for
more information on this feature.
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An administrator can obtain network analytics from the Summary Report
page under the Monitor tab. This report provides information about the
usage and uptime of the Meraki wireless network, and can be e-mailed
on a configurable schedule for constant visibility.
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The Maps, Access Points, and Clients pages under the Monitor tab
support live updates, which provide real-time information about network
status and client usage. An administrator can click on the “Live updates”
link on a page on which the feature is offered. When live updates are
enabled, the MCC will fetch up-to-date information for that page from the
wireless network, for as long as the administrator stays on the page.
(The live updates are disabled as soon as the administrator browses to a
different page.) Live updates are an effective way to troubleshoot and
closely monitor AP status (e.g., when an AP loses network connectivity)
and client usage (e.g., to see which clients are currently associated to
the wireless network and how much bandwidth they are using).
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The Maps, Access Points, Clients, Event Log, and Rogue APs pages
under the Monitor tab all have search capabilities, which enable an
administrator to find or filter a list of APs or wireless devices with
tremendous flexibility and ease. Any string can be entered; the MCC wiill
attempt to match on that string across all available fields. For example,
an administrator can search/filter by device description, Ethernet
address, or IP address. In addition, searches can be bookmarked for
future use.

The search tool also supports a number of keywords, which can be used
to search/filter by specific characteristics. For example, an administrator
can search/filter on a combination of strings, usage data, or mesh hop
count. All of the available keyword options are enumerated in the “Help”
link next to the search tool.

The search tool operates instantaneously over the data in the AP or
device list. It is an effective way to manage and monitor a large number
of APs and/or a large number of wireless clients.
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List data on the Access Points and Clients pages can be exported in
XML format for further processing and analysis outside of the MCC. An
administrator can click on the “Download as XML" link to retrieve the
data.
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The Logins page shows which users have logged into a wireless network
that has one of the following authentication methods enabled:

Splash page logins with a Meraki-hosted authentication server
Billing logins

Like the Clients page, the Logins page allows an administrator to filter
users by the SSID on which they associated, display different columns of
information, sort by different columns, and adjust the zoom level by
timeframe.
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The Account Activity page provides transaction information for networks
that use Meraki's integrated billing. Payments received from an end user
appear as a credit, while payments made from Meraki to the network
administrator appear as a debit. Transactions also show the timestamp,
the user’s login name, the MAC address of the device from which the
user made a payment, and the price plan the user purchased.
Administrators may view the transaction history for any given month.




This chapter addresses the MCC features that support branding.
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A splash page can provide a unified branding experience to wireless
users in addition to prompting for username/password credentials. For
example, the splash page can display a corporate logo and color
scheme. The splash page can also show the terms of service, which
might include an acceptable use agreement or a privacy statement.

Administrators can set up a separate splash page for each SSID. Meraki
has built-in splash page capabilities that enable administrators to host
the splash page at Meraki, eliminating the need for to set up a local web
server.

Administrators can chose to customize one of Meraki's pre-defined
splash page templates or create a fully custom page. Splash pages are
configured under the Configure tab on the Splash Page page.

Splash page variables can be added to splash pages to display dynamic
information to the user (e.g., the error returned from a customer-hosted
RADIUS server when authentication fails). For a list of splash page
variables, see “Appendix A: Splash Page Variables”.

Finally, the splash page frequency with which a splash page is presented
to a wireless client can be configured under the Configure tab on the
Splash Page page.
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An administrator can redirect a wireless user to a URL. This feature
enables the administrator to host the splash page, rather than having it
hosted by Meraki. In more advanced deployments, the splash page
redirect can enable an administrator to perform authentication and/or
authorization operations that go beyond username/password verification.
(For instance, the splash page could collect additional information about
the wireless user for data collection purposes.)

To use this feature, the IP address of the URL's web server must be
inside the walled garden. (See the chapter “Additional Access Control
Options” for more information on the walled garden.)

This feature is configured under the Configure tab on the Splash Page
page.
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Administrators can enable a toolbar, which is injected into the HTML
content that a user receives such that it appears across the top of the
browser window. The toolbar provides a way for administrators to
communicate to wireless users while the users are using their web
browsers. Up to five different messages can be configured to rotate
across the toolbar, along with a variety of web feeds. The administrator
can optionally include a logo that appears in the toolbar for branding.

This feature is configured under the Configure tab on the Toolbar page.




This chapter explains Meraki's integrated biling module can be
configured in the MCC.

Billing is enabled as the “network sign-on method” (see the “Wireless
Encryption and Authentication” chapter) for only one SSID in a given
wireless network. It is configured under the Configure tab on the Access
Control page.

Meraki processes end user credit card transactions, so that
administrators do not have to configure or maintain a credit card
payment gateway. At the end of each month, if the generated revenue
exceeds $20 USD, Meraki sends a payout to the network operator, less
a 20% processing fee. Payouts are sent via PayPal (all currencies). The
administrator can view payment and payout history on the Account
Activity page under the Monitor tab.

The administrator can configure the currency for a billed network. Note,
however, that once a transaction has occurred on the network, it is not
possible to change the currency of the billed network.

An administrator can create up to five billing plans (tiers of service). The
administrator can specify the fees charged over a particular amount of
time with a specific performance limit. For example:

$5 per month for .5 Mbps of bandwidth
$10 per month for 1 Mbps of bandwidth

In addition, the administrator can check the “Free access” option, which
provides free access for a limited amount of time (and possibly subject to
a bandwidth limit). This limited free access can serve as a trial period for
wireless users before they purchase a paid plan.

Note that it is not possible to customize the splash page when billing is
enabled.




This chapter explains how organizations and administrative accounts are
managed in the MCC.
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An “organization” consists of a collection of networks and a collection of
administrative accounts. Every administrator has an account in the MCC
that is part of an organization. Administrators can edit the organization’s
information, including the organization’s name, phone number, and
address. An organization is covered by a single license. (For more
information on licenses, see the “Licensing” chapter.)

Organizations can only be created. To delete an organization, please
contact Meraki Support.

An administrator can belong to multiple organizations, but his credentials
(username and password) may be different for each organization.

An administrator can perform the following operations within a given
organization to which he belongs:

Create, edit, and delete administrator accounts for the
organization.

o Administrative accounts are managed under the Configure
tab on the Network-Wide Settings page.

o Administrative accounts can have full access or read-only
access.

o When an administrator resets the password on an
administrative account, a new password is emailed to the
administrator. An administrator can reset his own password
by clicking the “my profile” link at the top of any page in the
MCC.

Create, edit, and delete networks for which he has been granted
administrative privileges.

0 By definition, an administrator has administrative privileges
over any network that he creates himself. However, another
administrator who did not create the network must first be
granted administrative access to the network (by another
administrator with administrative access to the network)
before he can access it.
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An administrator can move APs between networks in a given
organization. This operation is performed under the Monitor tab on the
Access Points page. After selecting the AP to move, the administrator
selects the action (from the “Actions” drop-down menu) to “Change
network”, which presents a drop-down menu with the names of the other
networks in the organization. The administrator can then select the
network to which to move the selected AP.

An administrator can also move APs between organizations. This is
accomplished through the following steps:

1. The administrator records the serial number of the AP to move.

2. The administrator removes the AP from its current network. To
do this, the administrator goes to the Access Points page under
the Monitor tab, selects the AP to remove, and selects the action
(from the “Actions” drop-down menu) to “Remove from network.”

3. The administrator logs out of the current organization, then logs
into the target organization. After selecting the target network,
the administrator adds the AP to the network under the
Configure tab on the Add Access Points page. (He will need the
serial number he recorded for this step.)




This chapter explains licensing for Meraki networks.

An organization must have a current license for the MCC to work
properly. Each organization is licensed for a maximum number of APs,
for either the Enterprise or the Pro Cloud Controller, for a certain amount
of time (typically 1 year or 3 years). For example, the organization may
be licensed for 250 APs through January 30, 2011, for the Enterprise
Cloud Controller.

Administrators can manage the organization’s licenses on the License
Info page under the Configure tab. The page displays the following:

Status: OK or problem

Cloud Controller: Enterprise or Pro
Expiration date

Device limit

Current device count

License history (list of licenses that have been applied to the
network)

When a new organization is created, the organization is granted a 30-
day grace period. Before the grace period expires, the administrator
must enter a valid license key, whose format is a 12-character string
(e.g., “Z2AT7-32TE-A8Y4").
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An administrator can increase the licensed AP limit on the License Info
page by clicking the “Increase device limit” button. The new license key
must be for the same MCC (Enterprise or Pro) and must be at least as
long as the existing license applied to the organization. The MCC will
automatically extend the renewal date of the organization’s license in
order to enforce co-termination.
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An administrator can upgrade from Pro Cloud Controller to Enterprise
Cloud Controller by contacting Meraki Sales.
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The administrator can renew the license within 30 days of the renewal
date. To renew, simply click on the “Renew license” button on the
License Info page and enter a license key.
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If an organization’s license is expired or the number of APs in the
organization exceeds the licensed limit, the administrator has 30 days to
return the organization to a valid licensed state. During this grace period,
the system will remind the administrator to add additional licenses. After
30 days, administrators will not be able to access the MCC (except to
add additional licenses), and client access to the Meraki wireless
network will no longer be possible.
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This chapter covers additional features in the MCC that may be relevant
to an administrator deploying a Meraki wireless network.
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In a wireless mesh deployment, multiple APs (with or without
connections to wired Ethernet) communicate over wireless interfaces to
form a single network. Each AP develops a list of neighboring devices
and exchanges information with the rest of the network to form routes
through the network. When a Meraki AP is connected to a wired Ethernet
connection and obtains an IP address (either through static IP
configuration or DHCP), the AP takes the identity of a “mesh gateway”. If
an AP is not connected to a wired Ethernet connection or does not obtain
an IP address over that connection, the AP operates as a “mesh
repeater”, which relays wireless traffic through the mesh network, either
to a gateway or through other repeaters.

Meraki devices in a mesh network configuration communicate using a
proprietary routing protocol designed by Meraki. The protocol is designed
specifically for wireless mesh networking, and accounts for several
unique characteristics of wireless networks including variable link quality
caused by noise or multi-path interference, as well as the performance
impact of routing traffic through multiple hops. The protocol is also
designed to provide ease of deployment and rapid convergence while
maintaining low channel overhead.

Occasionally, a mesh repeater in the network will become unavailable,
due to disconnection or changes in the environment. Each AP in the
Meraki mesh network constantly updates its routing tables with the
optimal path to the network gateways. If the best path changes due to
node failure or route metric, traffic will flow via the best known path.

In the event of a mesh gateway failure or the emergence of a new mesh
gateway with a better routing metric, all new traffic flows will be routed to
the new mesh gateway. Because certain mesh gateways may be located
on different IP subnets from each other, each TCP flow is mapped to a
particular mesh gateway to avoid breaking established connections. The
route through the network to the specified mesh gateway may change
over time, to adapt to network conditions.

Refer to the Meraki Network Design Guide for more information about
designing a Meraki mesh network.
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The MCC supports the Wireless Multimedia Extensions (WMM) standard
for traffic prioritization. WMM is a Wi-Fi Alliance standard based on the
IEEE 802.11e specification, with a focus on the EDCA component to
help ensure that devices such as wireless VOIP phones operate well
when connected to a Meraki wireless network. WMM provides four
different traffic classes: voice, video, best effort, and background.
Devices that support WMM and request a higher level of service, such as
Wi-Fi handsets, will receive higher priority on the Meraki wireless
network.

QoS keeps latency, jitter, and loss for selected traffic types within
acceptable boundaries. When providing QoS for downstream traffic (AP
to client), upstream traffic (client to AP) is treated as best-effort. The
application of QoS features might not be noticeable on lightly loaded
networks. If latency, jitter, and loss are noticeable when the media is
lightly loaded, it indicates a system fault, a network design problem, or a
mismatch between the latency, jitter, and loss requirements of the
application and the network over which the application is being run. QoS
features start to be applied to application performance as the load on the
network increases.

Y
Meraki also supports WMM Power Save mode, which helps wireless
devices avoid excessive battery drain. WMM Power Save improves on
the standard 802.11 Power Save Polling mode by allowing devices to
“sleep” differently when they receive critical vs. non-critical packets.
Devices that support WMM Power Save should experience extended
battery life when using a Meraki network.
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Meraki supports most VPN solutions by default. Any IPSec
implementation that has support for NAT Traversal (NAT-T) will work on
a Meraki network. Certain IPSec-based VPN solutions do not work well
behind a NAT. If difficulties occur when using VPNs, an administrator
should consider switching VPN clients to use SSL instead of IPSec, or
enabling bridge mode as the wireless client IP addressing mode. Note
that most wireless networking solutions that use NAT share the same
problems with IPSec VPNs.

Channel management involves the assignment of RF channels to the
radios on the Meraki APs. Optimizing channel assignments reduces
channel interference and channel utilization, thereby improving overall
network performance and increasing the network’s client capacity.




An administrator can set the 2.4 GHz channel manually for the network.
(The 2.4 GHz band is most affected by channel interference and
utilization from other devices.) Alternatively, the administrator can allow
the MCC to automatically assign the optimal channels to the radios. The
MCC determines the optimal channel configuration for a network by
periodically measuring the global network performance and issuing new
channel assignments to APs.

The administrator can configure the MCC to assign the optimal 2.4 GHz
channel across the entire network (i.e., “2.4 GHz wireless channel” is set
to “auto”). The administrator can also enable “channel spreading”, which
goes a step further by assigning different channels to different radios
while enabling mesh neighbors to still communicate with each other. If
channel spreading is enabled (i.e., “Channel spreading” is set to “auto”),
automatic 2.4 GHz channel assignment is also enabled (i.e., “2.4 GHz
wireless channel” is set to “auto”).

Changing channel assignments can cause noticeable network downtime.
The administrator can configure the MCC to automatically reassign
channels in the wireless network during periods of inactivity (when the
channel reassignment would cause the least amount of disruption). Or,
the administrator can perform the MCC-calculated channel assignments
on demand.

The list of available channels that can be assigned to radios is
determined by the country in which the APs are deployed. As such, the
“Country” setting needs to be configured correctly in order for channel
management to comply with region-specific wireless regulations.

Channel settings are configured under the Configure tab on the Network-
Wide Settings page.

5 . |

Administrators can subscribe to receive email alerts from the MCC about
AP or network outages. Alerts are throttled by AP and by time. In order to
reduce false positive alerts, the MCC sends an email alert roughly 1 hour
after an AP goes down (i.e., stops communicating with the MCC).

Alerts are configured under the Configure tab on the Network-Wide
Settings page.

> &

Run dark disables the LED lights on all APs. This feature is useful in
situations where the lights may be annoying or distracting. For example,
it can be enabled to prevent outdoor APs from drawing attention at night.

This feature is configured under the Configure tab on the Network-Wide
Settings page.
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Administrators can plug computers, switches, and other devices into the
Ethernet jack of a Meraki AP. The administrator can decide how to treat
device that are plugged into a wired port on the AP. Options include:

Wired traffic is not allowed
The wired client is treated as part of a specified SSID

If wired traffic is allowed, the AP will route all packets received on its
wired port as if they came from the specified SSID. Wired clients would
not be subject to any of the wireless-specific settings (e.g., link
encryption or 802.1x authentication), but any network sign-on methods
(e.g., splash page login) would still apply.

The treatment of wired clients is configured under the Configure tab on
the Network-Wide Settings page.
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Meraki APs perform networks scans to collect information about the RF
environment (e.g., channel utilization, channel interference, etc.), and to
detect rogue APs. There are 2 types of network scans:

Opportunistic scans are performed when an individual AP has
no clients associated to it.

Mandatory scans are performed at a specific time of day (on
specific days of the week) by all APs in the network. Note that a
mandatory scan disconnects any clients that may be associated
to Meraki APs at the time a scan begins.

Whether a network performs only opportunistic scans or performs both
opportunistic and mandatory scans is configured under the Configure tab
on the Network-Wide Settings page. The schedule for mandatory scans
is also configured in this section.

)y 2

Meraki strives to minimize the administrative cost of its systems. One of
the ways Meraki realizes this goal is by centrally managing the software
upgrade process. Meraki releases MCC and AP firmware upgrades
periodically to licensed organizations, in a manner that is minimally
disruptive to administrators and wireless users.

For a Meraki network to upgrade to the latest firmware, the network
simply needs to be connected to the Internet to reach the MCC. If an
upgrade is available, it is scheduled and deployed. An AP’s local web
page (see the section below on accessing the AP’s local web page)
shows whether an upgrade is in progress. An upgrade takes about 30

*%



minutes over a fast Internet connection. When the upgrade completes,
the node reboots itself.

45 1-6
Enterprise Customers can configure a weekly preferred maintenance
window during which firmware upgrades should occur. This

maintenance window is configured on the Network-Wide Settings page
under the Configure tab.

@$.

An administrator can utilize Meraki's XML API to build custom network
monitoring applications. The XML API is configured under the Configure
tab on the Network-Wide Settings page. The “Public network status
page” section allows an administrator to choose how much information to
expose through the API.

For more information on the XML API, see the tech note The Meraki
XML API.

I .B!'$ :0

In general, Meraki networks are configured using the MCC, rather than
on the individual APs. However, there are a small number of tasks for
which information on the AP’s local web page is useful.

The steps to access an AP’s local web page are as follows:

1. Associate with the AP either wirelessly or as a wired client (using
an Ethernet cable attached to the AP’s Ethernet port).

2. Go to http://my.meraki.com or http://10.128.128.126.

The AP’s local web page can be used for a variety of configuration,
monitoring, and troubleshooting activities, including the following:

View the AP’s status (e.g., setup, connectivity, firmware upgrade,
etc.).

View channel utilization and the AP’s signal strength to the client.
Run client-to-AP speed tests.
View statistics about the AP’s mesh neighbors.

Configure a static IP address on the AP. (See the chapter
“Configuring the LAN", section “Configuring a Static IP Address
Directly on a Meraki AP”.)

*8
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This chapter includes examples of typical wireless network
configurations.

(" 21

The following configuration enables a single physical Meraki network to
provide wireless access to both employees and guests (e.g., contractors)
while ensuring that guests do not have access to the corporate network.

1 Configure tab, Enable 2 SSIDs, one for employees and one for
Overview page guests.

2 Configure tab, Configure the following settings for the employee
Access Control SSID:
page - Link encryption method: WPA2-PSK or

WPA2-Enterprise

Network sign-on method: Direct access

Bandwidth limit: unlimited

Authentication server: Use my RADIUS

server.

o Configure RADIUS server information

(e.g., IP addresses and secrets).

o Configure IP addresses of Meraki APs

on each RADIUS server.

Client IP assignment: Make clients part of

the LAN (bridge mode).

3 Configure tab, Configure the following settings for the guest SSID:

Access Control - Link encryption method: No encryption
page - Network sign-on method: Click-through
splash page

Bandwidth limit: 500 Kbps

Client IP assignment: Use Meraki DHCP
(NAT mode)

Content filtering: Block adult content
LAN isolation: Prevent wireless clients
from accessing my LAN

4 Configure tab, Customize the splash page for the guest SSID:
Splash Page - Select a theme.
page - Add a message.
Upload a splash logo and/or image.
Preview the splash page.
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The following configuration is typical of a hotel or hotspot that offers
wireless access as a fee-based service.

1 Configure tab, | Enable an SSID that can be easily recognized by
Overview page | users (e.g., “wifi”, “hotspot”).

2 Configure tab, Conflgure the following settings for the guest SSID:

Access Control Link encryption method: No encryption
page - Network sign-on method: Billing (paid
access)

Create billing plans:

o Currency: USD

o0 Free access @ 500 Kbps for 15
minutes per day

o Billing plan #1: $9.95 per day @ 500
Kbps

o Billing plan #2: $29.95 per week @
unlimited

Client IP assignment: Use Meraki DHCP

(NAT mode)

Content filtering: Don't filter content

LAN isolation: Prevent wireless clients

from accessing my LAN
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For troubleshooting tips, please refer to the Meraki Knowledge Base,
which can be accessed from the Help tab.




The following documents are additional references that administrators
can use when implementing and managing a Meraki wireless network.
These resources are available at meraki.com.

Meraki Network Design Guide

Meraki Hosted Architecture White Paper

Wireless Guest Access at the Workplace White Paper

Wireless User Authentication White Paper

Using VLANs with the Meraki Enterprise Cloud Controller Tech
Note
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802.1q. Protocol that prepends a VLAN tag to Ethernet frames.
Enables wired traffic to traverse a common network infrastructure
over different VLANs. See also: VLAN.

802.1x. Authentication method that validates username/password
credentials and negotiates the encryption method. See also: EAP,
WPA2.

802.11. Standard developed by the Institute of Electrical and
Electronics Engineers (IEEE) for wireless LANs and a basis for Wi-Fi-
certified products.

802.11e. Specification for wireless QoS. WMM is a subset of 802.11e.
See also: WMM.

Access Point . Hardware device that provides wireless client
connectivity to the network. A Meraki access point can operate as a
repeater or gateway in a mesh network.

Active Directory . Microsoft software suite that provides a user
database that can validate user credentials using RADIUS. See also:
RADIUS.

AD. See: Active Directory.

Advanced Encryption Standard . A very secure cryptographic
algorithm based on the Rijndael algorithm and used for encryption in
the WPA-2 security standard. See also: WPA2.

AES. See: Advanced Encryption Standard.
AP. See: Access Point.

Captive Portal . A web page (or set of web pages) that a user is
limited to viewing before authenticating. Can be either a single splash
page or multiple web pages enabled by a walled garden. See also:
Splash Page, Walled Garden.

DHCP. See: Dynamic Host Configuration Protocol.
DMZ. See: Demilitarized Zone.
DNS. See: Domain Name System.

Demilitarized Zone . The part of the LAN that is outside the firewall,
accessible by the public Internet. A company’s public-facing web
server might be deployed here. See also: Proxy.

Domain Name System . Protocol that resolves a hostname (e.g.,
meraki.com) to an IP address.

Dynamic Host Configuration Protocol . Layer 3 function that
automatically assigns IP addresses to client devices and APs. See
also: Router.




EAP. See: Extensible Authentication Protocol.

Extensible Authentication Protocol . A protocol for securely passing
authentication information securely between a wireless client and an
authentication server (e.g., a RADIUS server).

Firewall . Part of a network that blocks unauthorized access into the
network (i.e., from the Internet) while allowing outbound access. See
also: DMZ, Port.

Gateway. The upstream I[P address to which a network device
forwards all IP traffic for routing. Every device with an IP address has
a default gateway. See also: Gateway AP, Router.

Gateway AP. A Meraki AP that has a wired connection and an
assigned IP address. See also: Gateway, Repeater AP.

IPSec. Suite of security protocols used to establish VPN sessions.
See also: VPN.

LDAP. See: Lightweight Directory Access Protocol.

Lightweight Directory Access Protocol . An application protocol for
querying and modifying directory services running over TCP/IP.

MCC. See: Meraki Cloud Controller.

Meraki Cloud Controller . The cloud-based wireless controller that
monitors, optimizes, and reports on a Meraki wireless network.

NAT. See: Network Address Translation.

Network Address Translation . The process of modifying a packet's
IP address while the packet is in transit. Used to assign private IP
addresses to machines using port forwarding. See also: Port, Port
Forwarding.

Port. A number in a TCP or UDP header that roughly corresponds to
the application being carried over TCP or UDP. See also: NAT, Port
Forwarding.

Port Forwarding . Used by a NAT router to map a private IP address
to a port when going out to the Internet. See also: NAT, Port.

Pre-Shared Key . Encryption method that requires the two ends of the
encrypted conversation to share a key. See also: WEP, WPA2.

Proxy . A network device that requests Internet traffic on a client’s
behalf, usually to inspect or modify the traffic before it gets to the
client.

PSK. See: Pre-Shared Key.
QoS. See: Quality of Service.

Quality of Service . A collection of standards that strive to guarantee
a certain level of performance and provide different priorities to
different applications and users. See also: 802.11e, WMM.




RADIUS. See: Remote Authentication Dial In User Service.
RC4. Stream cipher used by WEP and WPA. See also: WEP, WPA.

Remote Authentication Dial In User Service . Networking protocol
that enables user authentication. Used by a wireless AP to query an
authentication server to validate user credentials (i.e.,
username/password).

Repeater AP . A Meraki AP that does not have a wired connection or
an assigned IP address. See also: Gateway AP.

Router. Network device that forwards IP packets (at Layer 3)
according to route tables. Often also serves as a DHCP server,
assigning IP addresses to network devices. See also: DHCP,
Gateway, Switch.

Service Set Identifier . The logical name of a wireless LAN as defined
by the 802.11 / Wi-Fi standards. See also: VAP.

Splash Page . The initial page that a user sees upon associating to a
wireless network. A splash page can be click-through (e.g., to display
an acceptable use policy agreement) or can prompt for
username/password credentials. See also: Captive Portal, Walled
Garden.

SSID. See: Service Set ldentifier.

Switch . Network device that passes Ethernet frames (at Layer 2),
connecting multiple Ethernet devices together. See also: Router.

Temporal Key Integrity Protocol . Security protocol used by WPA to
negotiate encryption keys. See also: WPA.

TKIP. See: Temporal Key Integrity Protocol.
VAP. See: Virtual Access Point.

Virtual Access Point. Access point functionality corresponding to a
specific SSID (a single physical access point can support multiple
VAPSs). See also: SSID.

Virtual LAN . A logical network that is port-based (only specific ports
on switches/routers in the network can talk to each other) or tagged
(802.1q). See also: 802.1q.

Virtual Private Network . An encrypted connection into a private
network, often implemented with IPSec. Common use case: Remote
employees establish VPN sessions to access their corporate intranet.
See also: IPSec.

VLAN. See: Virtual LAN.
VPN. See: Virtual Private Network.

Walled Garden . Set of web pages that customers see before
authenticating to the network.

WEP. See: Wired Equivalent Privacy.




Wi-Fi. A set of specifications based on the 802.11 standard and
methods for certifying interoperability among wireless LAN products
from different manufacturers.

Wi-Fi Protected Access . A wireless security method that obsoletes
WEP. WPA uses TKIP with RC4 encryption. WPA2 is the more recent
version and fully implements the 802.11i standard with AES
encryption. WPA-Personal and WPA2-Personal use PSKs. WPA-
Enterprise and WPA2-Enterprise are implementations of 802.1x. See
also: 802.1x, AES, PSK, RC4, TKIP.

Wired Equivalent Privacy . Weak encryption method using a PSK.
See also: PSK, WPA2.

Wireless Multimedia Extensions . A Wi-Fi Alliance certification of
support for QoS using a set of features from an 802.11e draft
standard.

WMM. See: Wireless Multimedia Extensions.
WPA. See: Wi-Fi Protected Access.
WPA2. See: Wi-Fi Protected Access.
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Meraki defines a set of variables to represent custom values in the HTML
and CSS of the click-through splash page, the splash page with
username/password login, or the blocked access page. Each of these
pages is editable within a splash page theme under the Configure tab on
the Splash Page page.

The following pages are used by the MCC:
continue.html : Displayed for the click-through splash page.

auth.html :  Displayed for the splash page with
username/password login.

blocked.html : Displayed when a user or device has been
blocked.

When a user is served a splash page, each of these custom strings will
be replaced with its underlying value in a simple substitution. The
variables can be used anywhere in the HTML or CSS. They should only
be used in places where the underlying value will make sense.

For example, the variable $MERAKI:CONTENT2_LINK_COLOR$ will
return a value representing a color in the form "#rrggbb" and thus is
appropriate for use in style sheets or HTML style attributes where a color
is required.

The following custom variables are defined:

$MERAKI:AD_TAG_300x250%
Returns: HTML (including Javascript)
Value: An ad tag that inserts a 300 x 250 ad frame.
Arguments: None

$SMERAKI:AUTH_ALREADY_HAVE_ACCOUNT_SIGN_IN_HERE_FO

RM$
- Returns: HTML

Value: The login form, with fields for the user's email address

and password. Used for networks with user-based authentication

enabled.

Arguments: None

Y%



$SMERAKI:AUTH_ALREADY_HAVE_ACCOUNT_SIGN_IN_HERE_TEX
T$
Returns: Text string
Value: “If you already have an account on this network, sign in
here” in the local language of the network.
Arguments: None

SMERAKI:AUTH_AND_CONTINUE_URL$
- Returns: URL

Value: The URL that the user should follow to get authorized on
the network. The user will be redirected to the URL that he was
trying to fetch when he was served the splash page. Used to
create the "Continue to the Internet" link. Used for open access
(free) networks.
Arguments: None

SMERAKI:AUTH_CREATE_ACCOUNT_FORM$
Returns: HTML
Value: The form that allows the user to create an account.
Arguments: None

SMERAKI:AUTH_CREATE_ACCOUNT_TEXT$
Returns: Text string
Value: “If you don’t have an account, create one here” in the
local language of the network.
Arguments: None

SMERAKI:AUTH_ON_PAGE_LOAD$
- Returns: JavaScript
Value: Authorizes the user on the network as soon as the splash
page is loaded. Used when advertising is enabled to allow user
to click straight through to an ad without having to click on the
“Continue to the Internet” button.
Arguments: None

$SMERAKI:AUTH_URL(http://example.com/)$
- Returns: URL
Value: Similar to AUTH_AND_CONTINUE_URL, but redirects to
a URL that the administrator specifies, rather than the URL the
user was originally trying to load. This can be used to display a
post-splash "Welcome" or "Thank you" message.
Arguments: URL

$MERAKI:BODY_BACKGROUND_COLOR$
Returns: Color value in the form "#ffffff"
Value: The background color of the splash page.
Arguments: None




$MERAKI:BODY_LINK_COLOR$
- Returns: Color value in the form "#ffffff"
Value: The color for links as specified in the <body> tag on the
splash page.
Arguments: None

$SMERAKI:BODY_TEXT_COLOR$
- Returns: Color value in the form "#ffffff"
Value: The color for the body as specified in the <body> tag on
the splash page.
Arguments: None

$SMERAKI:CLASSIC_TOP_HALF_RIGHT_PADDING$
Returns: “0” or “215px”
Value:
o 0 =there is no custom image on the splash screen
0 215px =there is a custom image on the splash screen
Arguments: None

$MERAKI:CONTENT1_BACKGROUND_COLOR$
Returns: Color value in the form "#ffffff"
Value: Background color to the row of colors with the same
name as “"CONTENTL".
Arguments: None

SMERAKI:CONTENT1_LINK_COLOR$
- Returns: Color value in the form "#ffffff"
Value: The color for links for the row of colors with the same
name as “CONTENT1".
Arguments: None

SMERAKI:CONTENT1 _TEXT_COLORS$
Returns: Color value in the form "#ffffff"
Value: Text color for the row of colors with the same name as
“CONTENT1".
Arguments: None

$SMERAKI:CONTENT2_BACKGROUND_COLOR$
- Returns: Color value in the form "#ffffff"
Value: Background color for the row of colors with the same
name as “CONTENT2".
Arguments: None

$SMERAKI:CONTENT2_LINK_COLOR$
Returns: Color value in the form "#ffffff"
Value: Link color for the row of colors with the same name as
“CONTENT2".
Arguments: None




$SMERAKI:CONTENT2_TEXT_COLORS$
Returns: Color value in the form "#ffffff"
Value: Text color for the row of colors with the same name as
“CONTENT2".
Arguments: None

SMERAKI:NETWORK_ADMIN_BLOCK_MESSAGE$
Returns: HTML
Value: Contains the message the administrator entered on the
Clients page of the MCC to be displayed for blocked users.
Arguments: None

SMERAKI:NETWORK_ADMIN_BLOCKED_YOU$
Returns: Text
Value: “This network administrator has prevented you from using
the network” in the local language of the network.
Arguments: None

SMERAKI:INETWORK_LOGO_IMG_TAG $
Returns: <img> HTML tag
Value: References the network’s logo.
Arguments: None

SMERAKI:NETWORK_MESSAGE$
- Returns: Text String
Value: The custom message entered on the Splash Page page
in the MCC. Does not include HTML tags in the text.
Arguments: None

$SMERAKI:NETWORK_NAME$
Returns: Text String
Value: The name of the network.
Arguments: None

$SMERAKI:NETWORK_SPLASH_IMAGE_IMG_SRC$
Returns: URL
Value: Link to the custom image on the splash page.
Arguments: None

$SMERAKI:NETWORK_SPLASH_IMAGE_VISIBILITY$
Returns: “block” or “none
Represents: Presence of a custom image on the splash page.
0 ‘“block” = Image present
0 “none” = Image not present
Arguments: None
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$MERA

KI:ROUND_CORNERS(div_name,rounding_preferences )$
Returns: JavaScript

Value: Rounds the corners of the specified division ("div")
Arguments: name of the div, a comma, followed by a list of
space separated values indicating what corner is to be rounded.
Valid rounding_preferences are: Top, Bottom, Left, Right, or any
of tl, bl, br, or tr, corresponding to top-left, bottom-left, etc.
Example: $SMERAKI:ROUND_CORNERS(DIVISION_NAME, top
bottom)$

KI: TOOLBAR_PRIVACY_POLICY_LINK$

Returns: Text String

Value: “The use of this network is subject to Meraki's privacy
policy” The words “Privacy policy” are a link to Meraki's privacy
policy statement. If the toolbar is disabled this returns an empty
string

Arguments: None

KI:USER_ALERTS$

Returns: HTML

Value: A div containing alert messages resulting from the
submission of a form (e.g., "login incorrect”).

Arguments: None




